Workstation Software

The next evolution

in network authentication and security.

What’s in it for you?

— Elimination of logon and
application passwords

— Reduced support costs

— State-of-the-art biometric security

— Instant access with the touch
of a finger

- Award-winning, plug-n-play sensor

— Growth path that supports
individual, departmental and

enterprise-wide deployments

No one envies your job. You struggle to
maintain password security on a daily basis
and how are you rewarded? With ongoing
support calls and users scribbling passwords
on Post-It® notes. With U.are.U Pro Work-
station, you no longer have to walk the line
between high security and low support
costs. U.are.U Pro Workstation enables you
to create virtually foolproof, enterprise-
wide security while eliminating passwords.
With the touch of a finger on the USB-com-
patible U.are.U Sensor, users conveniently
and securely logon.

Eliminate passwords

U.are.U Pro Workstation includes password
replacement applications that free your
enterprise from the burden of passwords,
all the while raising security through
today’s most advanced fingerprint recog-
nition programs. For example, One Touch™
Logon supports secure logon to PCs and
Windows® NT/2000 networks and One
Touch Internet replaces application and
web-based passwords (and user names)
with the touch of a finger.

Boost security and control

The security of user-generated passwords
is often compromised in an enterprise
environment, leaving you constantly grasp-
ing for how to protect executive accounts
and sensitive corporate information.
U.are.U Pro Workstation removes this risk.
You can be sure that users are granted
the specific access rights that were assigned
to them... and no others. Plus, you can
nearly eliminate unauthorized sharing of
passwords, as well as providing forgotten
passwords over the phone. U.are.U Pro
Workstation supports the highest security
standards, featuring multi-credential and
multi-step authentication, logon password
randomization, and end-to-end encrypted
communications.

For Windows® 2000, NT 4.0, Me, 98
and 95 (with USB support) systems

Increase convenience

You dislike having to support passwords.
Users dislike having to remember them —
and detest being forced to change them.
You no longer have to choose between
security and convenience for your users.
U.are.U Pro is a security product that
users actually enjoy. No more passwords
to remember. Best of all, no more pass-
word changes every 30 days. With the touch
of a finger, authorized users gain access
while others are locked out.

Cut support costs

What would life look like if you could elim-
inate half of your support requests? Today,
roughly 40% of IT administrators’ phone
calls are password related. As those are
wiped out, you've gained back nearly half
of your time.

Improve control

The U.are.U Pro Workstation Administrator
Console software supports remote soft-
ware deployment, user enrollment, and user
administration from anywhere on the net-
work. Our authentication policy editor allows
Windows administrators to tailor individ-
ual user policies to meet the security needs
of the resources that these users access.

Minimize administration

With our optional U.are.U Pro Server soft-
ware, the Administration Console allows
domain-wide administration of authenti-
cation policies and other security settings
to make your job easier. U.are.U Pro Server
supports both administrator and user
mobility within your enterprise, allowing
users to roam anywhere on the network
of U.are.U Pro-enabled workstations.
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@ One Touch™ Logon provides network or local
Windows logon. U.are.U Pro Workstation
can be used alone or with U.are.U Pro Server
for extended capabilities.

® Eliminate passwords and user names with
One Touch Internet. Configuring passwords
and user names on your end is as simple as
drag-and-drop.

© Encrypted Private Spaces ensure the privacy
of your data. With the touch of a finger, your
encrypted data is as available as any other
data on your computer.

@ Registering your credentials is quick and easy
with the registration wizard.

U.are.U Pro Workstation includes:
— U.are.U Fingerprint Sensor with USB driver
— U.are.U Pro Workstation Software
+One Touch Logon
+ One Touch Internet
+ One Touch Unlock
« U.are.U Private Space
- U.are.U Pro Administrator Console

Specifications

Minimum System Requirements
- Supported Operating Systems
* Windows® 2000
» Windows® NT with SP 4 or later
* Windows® Me
* Windows® 98
* Windows® 95 with USB support
(OSR2 4.00.95.0B or greater)
- Pentium class processor
- USB port
- 24 MB RAM (64 MB recommended for
use with Windows® NT or 2000)
- 26 MB hard disk space
- Internet Explorer® 4.0 or later.

System Management
Administration Software
- Remote access
- Controlled access
* Windows Administrator only
* Authentication required
- MMC snap-in integrates with
Windows user database
- Windows-based console
« User Credential Manager
« Policy Editor
* Security Settings
* Remote Software Installation
« Software Inventory Reporting
Enrollment
- Guided self-enrollment
- Supervised administrator enrollment
Language Support

- English, French, Italian, German, Spanish,

Chinese (Traditional), Korean

DigitalPersona, Inc.

805 Veterans Blvd., Suite 301, Redwood City, CA 94063 USA
toll-free 877 378 2738, main 650 261 6070, fax 650 261 6079
info@digitalpersona.com, www.digitalpersona.com

Software Features

Windows Logon

- Keyless logon

Password Replacement

- Supports Windows applications and
web forms

— Unlimited profiles

- Multiple field entry for user name,
password, etc.

Workstation Unlock

- Unlock with fingerprint

- Screen saver lock for Windows® 95/98/Me

- Supports native screen saver lock in
Windows® NT/2000

Private Spaces

- Encrypted network or local drive space

— Invisible to other users

- Optional installation

Security

- PKI (Public Key Infrastructure) based
encryption

- Random password generation

- Secure sensor technology

- Integrated into Windows® NT/2000
security architecture

- Multi-credential policies (fingerprint
and/or passwords)

- Multi-step sequential policies

Sensor

- Plug-n-play USB device

- Self calibrating

- Auto image capture

- Image capture “wink”

- Rotation invariant

- Optimal image capture

- Latent image removal

- Challenge-response link
- Encrypted transmission

Deployment Options
- Networked with central authentication
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server support
- Networked
- Stand-alone



